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Dave Aitel is an offensive security expert whose company, Immunity, Inc.,
consults for major financial institutions, Fortune/Global 500s, etc. He served
six years at the NSA, at the age of 18, as a security scientist. He then served as
a security consultant for @stake before founding Immunity in 2002.
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APR 4, 1540-1610 Tr.12: Lecture 5
APR 4, 1630-1800 Tr.12: Panel Discussion- Panelist
APR 5, 1345-1530 Tr.23: Group Discussion- Discussant
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“Which Hacking Capabilities are Useful for Cyberdefense and How to Build
Them”
A properly integrated defensive fabric solves many of the same generic
problem sets as an offensive capability. For example:

e Secure, sometimes covert, remote access
The ability to intercept and filter system calls
Network parsing and shaping
Correlation of real world identities with network and host activity
In addition, an offensive capability informs and leads a defensive research and
development arm. Many of the challenges in this area and some of the
solutions will be discussed.



