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Session Objective and Structure of the Panel

Session Objective

While evolving cyber threats, such as cyberattacks against critical infrastructures and supply chain risks,
make a significant impact on national security, critical infrastructures are mainly provided by industries,
and in particular, industrial activities rely heavily on supply chains. In this sense, the strengthening of
cybersecurity measures by the industries themselves is essential for ensuring national security. In this
session, we will clarify cybersecurity issues in industries in Japan, the US, and Europe and look at best
practices for solving these issues. We will also discuss effective ways of international cooperation from
industry perspectives.

Trends in Recent Cyber Threats

Presentation by each panelists
“Cybersecurity as Management Issue” by Mr. Toshinori Kajiura
“Evolution of Cybersecurity in the EU” by Dr. Roberto G. Cascella
“Cyber Supply Chain — Managing Risk in an Imperfect World”
by Dr. Barbara A. Grewe

Discussion



Evolving Cybersecurity Threats

Increase in malware infection, unauthorized access, and DDoS attacks
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Increasing Cyberattacks targeting Critical Infrastructure

Apr 2015:

Jun 2015:

Dec 2015;

Oct 2016:

May 2017:

Oct 2017:

Feb 2019:

Sep 2019

TV5Monde, a French television network, was attacked and the broadcast was suspended
temporarily. (Targeted attack)

The Office of Personnel Management (OPM) in the United States was illegally accessed,
and personal information of government officials leaked. (Unauthorized access)

The system of Ukrainian electric company was infected with malware, and a power outage
occurred. (Targeted attack)

DNS servers of Dyn, Inc. in the United States was under a large-scale DDoS attack, causing
the outage of web services which receive DNS services of Dyn, Inc. (DDoS attack).

WannaCry was widely spread in countries around the world (US, UK, China, Russia, etc.).
Many organizations, such as administrative agencies, private enterprises, and medical
care institutions, were infected (Ransomware).

Data breach at Yahoo! Inc. in August 2013 was revealed. Three billion accounts were found to
be affected. (Unauthorized access)

Both parliament and the political parties of Australia were illegally hacked. A foreign
government was suspected to be involved in this attack. (Unauthorized access)

The personal data of nearly all citizens in Ecuador were leaked and made available online.




Cyberattacks Observed by NICTER

National Institute of Information and Communications Technology (NICT) is
observing cyber attacks globally by monitoring 300,000+ unused IP addresses
(NICTER).
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Increasing Cyber Threats

Increasing Cyberattacks targeting About a half of the attacks opserved by
IoT devices NICTER targeted to loT devices.

. loT Devices: Router, Web Camera, Sensor, etc.
100 million packets
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Data leakage

Worldwide data leaks: 33Billion
(2018 First half of the year)
Source:Gemalto "Data Breach Index"

Damage caused by cyber crime

2018 2014 20152016 2017 2018 Total damage in the world: $608 B (2017)
Number of cyberattacks (0.8% of GDP lost)

observed by NITCER in one year
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Source:CSIS McAfee “Economic Impact of Cybercrime”



[Main features of 5G]  Very high speed Maximum transmission speed of 10Gbps

Very low latency Latency of about 1 millisecond
Many concurrent connections Million units per square kilometer
Very high speed

Provides broadband services 100
times faster than the current
mobile communications systems.

Low latency
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= About 100 terminals and sensors in your room at home are connected to the Inteynet.




